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Abstract 
Software risk analysis is one of the critical issue while analyzing 
the software quality. A software having high risk cannot be 
presented as a reliable or the quality software. There are number of 
factors that defines the software risk or reliability such as the 
product based issues, process based issues, development cost, 
criticality of software etc. One of such factor is software fault. In 
this paper, fault is presented as the analysis factor for the software 
reliability as well as system risk. The work analysis is been 
performed using fuzzy logic. The work is implemented in Matlab 
environment and the obtained results shows that the clear 
classification of software faults is been drawn in this work.  
Keywords:  Risk Analysis, Software Quality, Reliability 
Analysis, Fuzzy Logic. 
 

I. Introduction 
 
Software reliability is one of the key measure to estimate the 
software quality. Software reliability itself depends on 
different factors such as software fault probability, 
frequency of software faults, software fault criticality etc. 
software reliability is inversely proposional  to the software 
reliability. Higher the software faults, lower the software 
reliability will be. In same way, software quality is directly 
proposional to the software reliability. Higher the software 
quality if the software reliability is higher. To identify the 
software reliability we need to identify following factors 

• Identification of software faults in the software 
system. 

• Identify the associated modules with each faults. 
• Identify the relationship between the modules and 

the faults. 
• Identify the Fault Criticality. 
• Identify the Criticality of Fault 
• Identify the Criticality of the Associated Module. 
• Frequency of the execution of Associated Module 

to the fault. 
 
 
 

A) Issues with Software Reliability 
 
As the software engineering process begins, the requirement 
of software analysis also exists. This quality analysis 
process begins with the collection of the software system 
information. This information includes the risk estimation 
and the effort estimation from the software system. The 
another issue with software reliability estimation is about 
the selection of the criteria. There are number of associated 
parameters that affect the software reliability. It is not 
possible to perform analysis under all these parameters 
because of this there is requirement to perform the selection 
of most associated parameters so that effective evaluation of 
software reliability will be done.  

The issue with the software reliability is to 
selection of the reliability model to perform the analysis. 
There are number of available reliability models that can be 
implemented for the reliability estimation. 
 
B) Programmer-based Fault Prediction 
 
This kind of estimation is basically performed by each 
programmer to estimate the software quality or the 
reliability based on the fault analysis. The analysis been 
performed on each module implemented by the 
programmer. Programmer performed different test cases to 
identify different kind of errors over the system. These 
errors includes the run time errors in particular module. 
Author also analyze the integration of these modules with 
other modules or with the system. Generally author 
performed a hybrid black box as well as white box testing to 
identify the faults over the software module. The fault 
prediction analysis basically improves the modular 
reliability so that low level errors are been identified and the 
fixed by the programmer itself.  
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II. Review Of Literature 

 
B.K. Mohanty[1] defined a methodology has been 
introduced as a decision support tool to the consumers in the 
Internet business. This decision support tool takes into 
account the multiple attributes of the product, analyses them 
with respect to the consumer’s desire, and finally classifies 
these products into different hierarchical levels as per the 
consumer’s level of preference. S. Malathi[2] presented a 
work on rapid industrialization in the past few decades has 
necessitated the ever increasing demand for newer 
technologies leading to the dramatic development of 
sophisticated software for cost estimation and is expected to 
grow manifold in the forthcoming years. The improper 
understanding of software requirements has often resulted in 
inaccurate cost estimation. In analogy concept, there is 
deficiency in handling the datasets containing categorical 
variables though there are innumerable methods to estimate 
the cost.  
 
H. Iranmanesh[3] performed a work on risk evaluation. In 
this paper, fuzzy analytical hierarchy process (FAHP) is 
exploited as a means of risk evaluation methodology to 
prioritize and organize risk factors faced in IT projects. A 
real case of IT projects, a project of design and 
implementation of an integrated information system in a 
vehicle producing company in Iran is studied. Mikhail 
Glukhikh[4] performed a work on software reliability 
estimation. This approach is based on error detection using 
static source code analysis. Author extend static analysis 
with developed algorithms which calculate error 
probabilities and program reliability characteristics. The 
characteristics are the probability of successfull program 
termination, the probability of the program is operable after 
execution of n statements, and mean number of executed 
statements before failure. The suggested approach has been 
implemented in the AEGIS tool and tested in numerous real-
world software projects. Harpreet Singh[5] propose a 
definition which could be used for internet and sensor 
networks applications. In this paper a new definition of 
software complexity is utilized for the proposed 
applications. It is suggested to use Binary Decision 
Diagrams for this purpose as these diagrams result in 
disjoint expression which is needed in the calculation of the 
software complexity. Simple cases of software complexity 
for series, parallel, series-parallel and non series-parallel 
networks are investigated.  
 
P. C. Jha[6] performed a work on fuzzy multi objective 
optimization model approach for selecting the optimal 
COTS software product among alternatives for each module 
in the development of modular software system. The 
problem is formulated for consensus recovery block fault 

tolerant scheme. In today’s ever changing environment, it is 
arduous to estimate the precise cost and reliability of 
software. A K Verma[7] performed a work revised model 
for defect rating that can be used for calculating group 
maturity within the organization. Fuzzy logic approach is 
used for the proposed model considering the linguistic or 
imprecise nature of the software measurements. The output 
of this model can be used as one of the parameter for 
predicting different software parameters within the software 
lifecycle. F. JAVIER. CRESPO[8] performed a work on 
fuzzy based regression analysis of cost model. In this paper, 
fuzzy regression techniques based on fuzzification of input 
values are explored as an alternative to conventional 
regression for obtaining estimating equations. The available 
COCOMO-81 project database and the Furea fuzzy 
regression tool are used as a case study, emphasizing more 
realistic approaches to the expression of widely used cost 
driver values.  B. Praba[9] defined a work on fuzzy based 
reliability model. In this paper, Author consider uncertainty 
in the possibility measure (fuzzy possibility) and a method 
for finding fuzzy system reliability using fuzzy posfust 
reliability theory is demonstrated, where the system is 
modeled as a non homogeneous unified fuzzy possibilistic 
Markov model which consists of non homogeneous fuzzy 
possibilistic Markov models assigned in order together with 
transition fuzzy possibilities between them. S. Mahmoud 
Taheri[10] performed a work on trends in fuzzy system. 
After introducing and developing fuzzy set theory, a lot of 
studies have been done to combine statistical methods and 
fuzzy set theory. This works, called fuzzy statistics, have 
been developed in some branches. In this article Author 
review essential works on fuzzy estimation, fuzzy 
hypotheses testing, fuzzy regression, fuzzy Bayesian 
statistics, and some relevant fields.   
 
Barry W. Boehm et al. (2008) In this paper research is done 
on COCOMO based Software Resource Estimation. This 
work described that software resource estimation methods 
and models have a major impact on software engineering 
practice. They provided budgets and schedules that help 
projects to determine when they need corrective action. 
They helped organizations in improving software 
productivity, quality, and time to market. They were 
included as essential capability in all software capability 
maturity models. In another study, Barry et al.  used data 
from 50 projects performed at one of the largest banks in 
Sweden to identify factors (like Function point, Primary 
platform, Secondary platform, Presentation interface, Risk 
classification, Existence of overall schedule, Existence of 
overall testing plan, Existence of testing conductor, Length 
of pre-study, Cost of pre-study, Project type, Project priority 
etc.) that have an impact on software development cost.The 
analysis of correlation of  the relationship between states of 
the factors and project costs were assessed using regression 
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analysis. Ten out of original 32 factors turned out to have an 
impact on software development project cost at the bank, 
including the number of function point and involved risk. 
Some of the factors were found to have an impact on cost 
which was already included in estimation models. Thus, this 
paper validated the well-known factors for cost estimation. 
 
 

III. Proposed Work 
 
In this paper, we have fined a fuzzy logic based approach to 
perform the risk analysis under the reliability vector. The 
reliability of a software system or module is defined 
quantitatively under the fault based analysis. In this work 
we have divided the complete software system in number of 
modules and each module is defined with associated faults. 
Each module can be suffered with one or more associated 
faults. These faults or defects are also been defined under 
the criticality vector. The another aspect considered in this 
work is the relationship between these faults. If the faults 
are correlated, the severity of the system will be increased. 
Based on these risk prioritization and fault analysis the 
prioritization of these software faults is done. The work is 
been defined under the fuzzy logic based system so that 
actual quality analysis will be defined under the criticality 
vector. 
 
The work is based on the software failures or the defects and 
on which the analytical decision will be drawn using fuzzy 
logic. It only takes failure history as input and Predicts 
future failures. The input to the proposed method is software 
module and the associated faults, whereas output of the 
system is predicted as number of failures. The failures or the 
errors will be defined  with different weights. Therefore, 
here we explore the applicability of fuzzy logic for  better 
prediction of reliability in a realistic environment and 
present an assessment method of software reliability growth 
using connectionist model. 
 
Ensuring the reliability of a software project is important to 
all parties involved including Managers, Marketing, 
Programmers, and Customers.  Unreliable systems can 
impact software developers and consumers by simply being 
an annoyance, by costing time and money, or worse case 
scenario, by costing single or multiple lives.  Everybody 
involved in the software process has reasons for desiring 
reliable software.   
Some of the specific features of using fuzzy logic 
approaches in software reliability prediction are: 
• It is easy to design and construct models for reliability 
growth of varying complexity at different points of time for 
a given data set. 
• Fuzzy Logic  based models are easily adaptable in 
complex operational phase for different failure datasets. 

•Software reliability assessment has been a vital factor to 
characterize the quality of software product quantitatively 
during testing phase. Over the years many analytical model 
have been proposed for modeling software reliability growth 
trends with different predictive capabilities at different 
phases of testing. Yet we need to develop such single model 
that can be applied for accurate prediction in all 
circumstances. Here we explore the applicability of fuzzy 
logic models for better prediction of reliability in a realistic 
environment and present an assessment method of software 
reliability growth using connectionist model. we can select a 
particular model first by generalizing the applicability of 
application used and second by developing adaptive models.  
 

IV. Results 
 
The presented work is implemented in matlab 7.8 
environment. The results obtained from the system are given 
as under 

 
 

Figure 1 : Fault Occurrence in Software Project 
 

Here figure 1 is showing the results of fault occurrence in a 
software project. Here the fault criticality is between 0 and 
1. Higher the bar more critical the fault is. 
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Figure 2 : Fault Criticality in Software Project (Less 
Critical) 

 

Here figure 2 is showing the results of low fault criticality in 
a software project.  

 

 

 
Figure 3 : Fault Criticality in Software Project (Medium 

Critical) 
 

Here figure 3 is showing the results of low fault criticality in 
a software project.  

 

 

Figure 4 : Fault Criticality in Software Project (High 
Critical) 

 
Here figure 4 is showing the results of low fault criticality in 

a software project.  
 

V. Conclusion 
 
In this present work we have defined a fuzzy based software 
risk analysis under the reliability vector. The analysis is here 
been performed under the fault based analysis. In this work 
a layered approach is defined to identify the software 
criticality on individual factor and later on association 
mining is implemented to perform the combined analysis. 
The obtained results classify the available software modules 
under different criticality levels.  
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